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Notices

Malwarebytes products and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your license
agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit,
distribute, exhibit, perform, publish, or display any part, in any form, or by any means. You may copy and use this
document for your internal reference purposes only.

This document is provided “as-is.” The information contained in this document is subject to change without notice
and is not warranted to be error-free. If you find any errors, we would appreciate your comments; please report

them to us in writing.

The Malwarebytes logo is a trademark of Malwarebytes. All other trademarks or registered trademarks listed
belong to their respective owners.

Copyright © 2019 Malwarebytes. All rights reserved.

Third Party Project Usage

Malwarebytes software is made possible thanks in part to many open source and third party projects. A
requirement of many of these projects is that credit is given where credit is due. Information about each third
party/open source project used in Malwarebytes software — as well as licenses for each — are available on the
following web page.

https://service.malwarebytes.com/hc/en-us/articles/4414986433683

Sample Code in Documentation

Sample code which may be described herein is provided on an "as is" basis, without warranty of any kind, to the
fullest extent permitted by law. Malwarebytes does not warrant or guarantee the individual success developers
may have in implementing the sample code on their development platforms. You are solely responsible for testing
and maintaining all scripts.

Malwarebytes does not warrant, guarantee or make any representations regarding the use, results of use,
accuracy, timeliness or completeness of any data or information relating to the sample code. Malwarebytes
disclaims all warranties, express or implied, and in particular, disclaims all warranties of merchantability, fitness for
a particular purpose, and warranties related to the code, or any service or software related there to.

The Malwarebytes Protection Strategy

Malwarebytes’ products incorporate several prevention features which utilize a layered defense strategy to
protect you against malware threats which you face daily. Each layer is designed to disrupt the attack chain at a
different stage. While all Malwarebytes products are highly effective in dealing with attacks that are becoming all
too commonplace, our protection capabilities are most effective when you take advantage of the full product
suite, allowing each prevention layer to do the job they are best suited for.

It’s your data. Protect it wisely!


https://service.malwarebytes.com/hc/en-us/articles/4414986433683
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About the Plugin

Malwarebytes supplies a plugin that integrates Malwarebytes Breach Remediation into the Forescout
CounterACT® security platform. This enables deployment of Malwarebytes Breach Remediation and allows for
Malwarebytes scans on Forescout CounterACT endpoints.

Requirements

The following requirements must be satisfied for successful integration:

e  Forescout CounterACT Appliance running 8.1.2
e Malwarebytes Breach Remediation for Windows v4.1.1

Installation

Use the provided file and follow the steps below to install the Malwarebytes plugin.

1. Download the integration plugin at the following link:
https://downloads.malwarebytes.com/file/forescout-mb-int

2. Login to Forescout CounterACT and select Options.

Al Hosts.

3. Inthe left side of the Options window, click Modules.
Search Q

> & CounterACT Devices
> I Modules
m Channels
@ Microsoft SMS/SCCM
€ Advanced Tools
&7 10T Posture Assessment Eng

£% Flow Collector

@ 10C Scanner

4. Installed plugins are displayed in the right panel. Click Install.
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https://downloads.malwarebytes.com/file/forescout-mb-int

@ Open
Look in:

Recent ltems

Desktop

NAarimante

Forescout-Rohin

FS_MBBR
sdk

B CounterACT-Plugin-malwarebytes-1.0.0-42.fpi
[~ ForeScout-plugin_sdk-1.1.1-11010025.pi

File name: CountsrACT-Plugin-malwarsbyiss-1.0.0-42.7pi

Files of type: ' Eorescout Package Installation files (.fpi)

% Cancel [

5. Anew file selection opens. Browse to the location where you saved the <.fpi> file, select the file, and click

Install.

The exact filename varies depending on the version and build. The way it is displayed in Forescout CounterACT is

shown below.

I @ Malwarebytes

Mat running 1.00

The installation is performed. Click Close when installation is complete.

Configuration

1. Select Malwarebytes and click Configure.

Rollback

Appliances
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2. Set up the options to be used by Malwarebytes Breach Remediation.
Malwarebytes

CounterACT Devices 4

Default

Choose where MBBR package is located Local Pathwv

MBBR License XXX =0000K-0000K-X00000
Enable Syslog
Syslog Server IPHostname

Syslog Port

EEESE

Malwarebytes Breach Remediation must be put in a Local Path or a Web Path.

e If a Local Path is selected, you must specify the Windows path to be used when executing a Malwarebytes
Breach Remediation scan.

o If a Web Path is selected, Forescout CounterACT will download the Malwarebytes Breach Remediation
package automatically from the Malwarebytes website.

The assigned license key must be entered In the MBBR License field

Note: If the correct license key is not entered, the user cannot initiate the scan. CounterACT will display “Action
Failed — Please Enter Correct License Key”.
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@ Host Details 10.153.0.208 - O X

Host Details

Policy Acfions

Malwarebytes Breach Remediation Scan
Action friggered by CounterACT operator
Action Status: Failad

tfor Action Time: December 09 11:51:24 AM
FS_MBBRzip

Threat

Sean

econds): 0

Action runs immeadiately.

A Time = CounterACT Appliancs Problems

Q 1208 11:52:28 AM

Kill Process on Windows
Action friggsrad by:

Action Status:

Request for Action Time ber 12 03:06:39 PM
The nams of the process to kill: Notspad

Action Schedule: Action starts immediately.

LU Tirnn =

You may also choose to enable Syslog logging of activities related to the scan. If so, enter the Syslog Server
IP/Hostname and Syslog port number to be used for communication with the Syslog server.

Click Apply to save your configuration. Click Start in the Modules for the Malwarebytes Plugin.

Scan Setup

When performing a scan, Malwarebytes Breach Remediation operates according to settings specified by the user.
These are:

e Remediation ZIP is the Malwarebytes Breach Remediation “package” file that Forescout CounterACT
deploys to endpoints when a Malwarebytes scan executes. This file includes MALWAREBYTES BREACH
REMEDIATION program settings.

Once deployed to the endpoint, contents of the file are extracted into the user’s temp folder for
immediate use and deleted when the scan completes.

Notes:
o If the Malwarebytes Breach Remediation package is obtained from a web path, this setting can
be ignored.
o If the Malwarebytes Breach Remediation package is obtained from a local path, instructions for
integrating the package file into the Forescout CounterACT file repository immediately follows
this section of the guide.

e Scan Type selects the type of scan that Malwarebytes Breach Remediation will perform.
o Full —Scans all areas of disk and memory
o Threat —Scans areas which are likely targets of malware

Malwarebytes Breach Remediation for Forescout CounterACT Guide



o Hyper —Scans only memory objects and heuristics in search of actively running malware.

e Scan Action determines whether the purpose of the scan is inspection or remediation.
o Scan inspects the endpoint according to the selected Scan Type and reports its findings
o Quarantine inspects the endpoint, performs remediation, and reports its findings.

e Update Interval (seconds) is the time interval between status updates when Malwarebytes Breach
Remediation is executing a scan. If set to 0 seconds, the default value of 300 seconds is used. If you are
using a web path, set Update Interval to a minimum of 500 seconds.

Note: If the SecureConector™ module is installed on the endpoint, you must use a Web Path to deploy the
Malwarebytes agent and initiate a scan. A Local Path is not supported when using SecureConnector.

The Scan Parameters screen is shown here. It is also used in the next section.
@ Specify Malwarebytes Breach Remediation Scan paramet.. X

) Parameters
Remediation ZIP FS_MBBR zip| v !
Scan Type Full v
Scan Action Scan v

Update Interval (zeconds) 07

Tags: Add Tags

This setup is required each time a scan is to be executed on an endpoint.

Adding a Remediation ZIP file

To add a Malwarebytes Breach Remediation package file to the Forescout CounterACT file repository, perform the
following steps:

1. Click the “...” button (to the right of the Remediation ZIP file name). The Remediation Repository window
opens.

2. Click Add. Download the Malwarebytes Breach Remediation package file from
https://downloads.malwarebytes.com/file/FS MBBR.
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https://downloads.malwarebytes.com/file/FS_MBBR

@ Remediation Repository X

File Name ~ T | Add |

FS_MBBR.zip Edit

Remove

Download

1 items (0 zelecizd)

3. The File Editor window opens over the Remediation Repository window. Click “...” (next to the File name

textbox).
@ Remediation Repositon e
Fie Name - | @ File editor X m
FS_MBBRzip | Filename: u Edit
Remove
Title:
Download
Description:

1 items (0 zele

4. A Windows Explorer dialog opens to allow you to select a file from the local file system. Navigate to the
proper directory, select the file, and click Open.
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@ Upload file
Look in: | J§ Downloads
o [@2721900-x64.exe
Y=  |=2019-08-23 release - draft 001.docx
Recent Rerms g Archive.zip
T/ ChromeSetup.exe

v 2oE-

- | ”* CounterACT-Plugin-malwarebytes-1.0.0-10000008.fpi
Desiop ¥ credszip
& DOC-3340.pdf

= & DOC-3362.pdf
Documents | ™ ForeScout-plugin_sdk-1.1.1-11010025.fpi

H FS_MBBRzip
! [~ MalwareBytes _CEM-5_vm-init-demo_requestiD-92faf541-f2ac-43ab-9941-68e636ce9a
This PC
< >
* File name: FS_MBBR.zip
Network  Files of type: | A1l Files o) T Cancel

In the File editor window, enter an optional Title and Description. These are for your own information and

5.
are not used elsewhere.

Q Remediation Rer torv 5

File Name « @ File editor X m
FS_MBBRzip | File name: e MEBR Edi
! P
! Remove
Title: mbbr ——
Description:
mbbr package]|

1items (0 s2le

6. Click OK to close the File editor window. Click OK again to close the Remediation Repository window.

Running a scan

To run a Malwarebytes scan from within the Forescout CounterACT application, refer to the following screenshot

and steps.

1. Right-click on the endpoint you want to scan.
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2. Choose Malwarebytes Breach Remediation Scan.

o All Hosts Jio.230204]
sexch Q Host = Pt Addons Sogman Comment Disptay Vamme Swch PFQON 3nd . Swi
AN, *  FSLABWIN-BVTLHIINGOS 10.4520.208 F$
> B Poncies
> # History »
>
>
>
Firers @ awsec? »
Q 9 aves
<) © awsvec >
> 88 Segements 207) A e >
B Organizsionsi Units Prosls  con [TITRSN—

B DetauRGroups | @ ek
IPv4 Address: 101630200 Hostname: win-BV7LH21NGDS Functic
MAC Address: 000c23a886¢8 Domain: FSLAB Operating System: () Vhware vSphere
Vendor and Model: war

O A v Mestcmsscsion windows

General

3. The Scan Parameters screen displays. Select scan options (as previously outlined) and click OK.
@ Specify Malwarebytes Breach Remediation Scan paramet.. X

Parameters Schedule

Remediation ZIP FS_MBBR zip| v !
Scan Type Full v

Scan Action Scan v

Update Interval (seconds) 0z

Tags: Add Tags
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4. After the Malwarebytes scan has completed, double-click the endpoint to view the Host Details screen.
This shows final status of the scan.

@ Host Details 10.153.0.208 = O X
Host Details
Profile All Policies Policy Actions
ytes Breach iation Scan

Action triggered by: CounterACT operator

Action Status: Success

Requestfor Action Time:  October 23 12:04:15 PM
Remediation ZIP: FS_MBBR zip

Scan Type: Hyper

Scan Action: Scan

Update Interval (seconds): 500

Action Schedule: Action runs immediately.

@ Time ~ CounterACT Appliance Problems
@ 1012312:06:53 PM 10.153.0.223

Yy Breach iation Scan

Action triggered by: CounterACT operator

Action Status: Success
Requestfor Action Time: October 23 11:58:28 AM

Scan Type: Hyper

Scan Action: Scan

Update Interval (seconds): 1000

Action Schedule: Action runs immediately.

Getting the Results

1. Right-click on the host name and select the action Malwarebytes Breach Remediation Get Results.

o All Hosts Jio30206)
» a Host= Seoma Commant Ousgiay Mame SweenPFQDNans . Swh
ot o *  FSLABWIN-BVTLM21NQOS Fs
> B Posies
> M Hinory ’
2o Auantcats
sae »
»
. ® ansEc? »
Q § aws
<) © swsvec >
> @8 Sogments 202 v
B organizancnal unis Protis Susmantye

> B Datault Groups

© v s
1PV Address: 101520208 Hostname: WINBITLHZINGOS Functic

MAC ACOress: 000c29a886¢8 DOMAIN: FSLAE OPerating System: (% Viiware rSphare >
Vendor and Model: ware

> H Groves

Hiost a1 ahon Windows
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© Specify Malwarebytes Breach Remediation Get .. X

Malwarebyies - Remediation Scan Resulis

Farameters Sched

Updatz Interval (s2conds) q -

2. Click OK to initiate the action.

@ Host Details 10.153.0.208

Host Details

Profile Compliance All Policies

Policy Actions

Malwarebytes Breach Remediation Get Resulis
Action friggered by: CounterACT operaior
Action Status: Success

Requestfor Action Time: November 26 11:10:08 AM
Update Interval (seconds): 0

Action Schedule: Action runs immediately.
@ Time ~ CounterACT Appliance Problems
QTHZG 11:10:43 AM 10.153.0.223 Action Success - Pleaze check the scan resulis in Inventory

Malwarebytes Breach Remediation for Forescout CounterACT Guide
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If the scan has completed, you can see the results on the Asset Inventory screen under Views > Malwarebytes -
Scan Results.

<) FORESCOUT. A @ v 8

Views Malwarebytes - Scan Results

Threat Count: 27
Scan End Time: 2019-10-22T08:40:472

If the scan has not completed, CounterACT displays “Action Failed — MBBR Scan in Progress”.
@ Host Details 10.153.0.208 - O *

Host Details

rofile Compliance All Policies Policy Actions

Malwarebytes Breach Remediation Get Results
Action friggered by: CounterACT operator
Action Status Failed

Request for Action Time:  Movember 26 11:32:37 AM
Updatz Intsrval (ssconds): 0

Action Sehedule: Action runs immediafely.
@ Time > CountzrACT Appliance
a 11426 11:33:11 AM 10.153.0.223 -M

Note: If the Malwarebytes Breach Remediation syslog option is enabled, scan results are sent to the specified
syslog server.

Policy Templates

Users can quickly create common policies by using templates. Forescout CounterACT allows for automation of
Malwarebytes scan actions based on policies. There are two Malwarebytes policies available: Incident Response and
Malware Remediation.

Follow the steps below to create a custom policy based on each of the default Malwarebytes policy templates.
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Create a custom Incident Response policy

1. Goto the Policy tab and click Add.
P al o H

Q[ Show sutioidsr pokcies

p— T
@ Policy - Wizard - Step 1 x
o

Policy Type

Create 3 policy uFing 3 tempiats of CTaate 3 CUM POy

o
Q. Use templates to create policies
Working with Samplates halps you quickly create common policies Temptates
aisone

> B Compliance

> ¥ Theeats
> & Asvanced Thraat Detection
> O Mahwsredytes
> 73 Clsco AC
> © raous
&0
> A e
> o Mac 05X

> [ Whware vSphere

2. Inthe Policy Type templates list, select Malwarebytes.
& or B Ao B -

@ Folicy - Wizard - Step 1 x
s

o | Policy Type

Craate a policy using 2 template or craate a custom policy

Q. Malwarebytes Template
P Tamplates Use the template in this folderto create policias mathelps you

» §£ Endpointanagemmant ® Malwars Ramagiation

@ Incident Responss

> [ Compliance
| > % Tveats
» 4P Advanced Threat Detection

~ M Malwarebytes

Matware Remediation

[ > & cisconct
T, @mous
B auws

> A Aure
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3. Select the Incident Response policy template, then click Next.

@ Policy - Wizard - Step 1 X
sta]

@ | Policy Type

Create a policy using a template or create a custom palicy

1 Incident Response
Use this templats 12 Infite Incdent Response actan by solating infected
endoaints

@ Based on the result from Matwarebytes Breach Remadiation Sean,

> £1 Cisto ACH

|- 0= - ]

> @ rRaDS
> 8 AWs

> A Aure

4. Enter a name for your policy, then click Next.
I @l Assetinvent 3]
X [ Show subtoider polkcies

| @ Policy - Wizard - Step 2 of § x

Name

Enter 3 name 3n1 a3criphon for e pobicy

o

a

o i
Descop
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5. Select an IP address range or Network Segment, then click Next.

~ @ Assetinventor B
% [ Show sub
w @
a
Scope
P tod for i
m
] ¢
o
— (s
@ 1P Address Rang x
 sogmonc
som
[_ox ] cancel]

6. Edit the conditions and actions which trigger the policy automation.

In the example below, Forescout CounterACT triggers isolation capabilities based on Malwarebytes scan
results having a threat count of 10-20.
A B o manen 8
B3 Show subtoider poicios

4t | @ Policy - Wizard - Step 4 of § X

Main Rule

7. After setting conditions and actions, click Next.

Malwarebytes Breach Remediation for Forescout CounterACT Guide
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8. Click Finish to set up your Malwarebytes Incident Response policy.
i~ @l Assotinventory ]

Q. [ Show suttoider policies

status | @ Policy - Wizard - Step S of 5 x
o
Sub-Rules
@ Policy Type 5 W
@ riame wn. When & math i3 found. the action
Cre pected against e next sub-nde
O | @uanrue
o e Sub-Rules
Sut-Ruas
o

Create a custom Malware Remediation policy

1. Goto the Policy tab and click Add.
) @l A H

Q[ Show sustolss

= I
@ Policy - Wizard - Step 1 X
o

Policy Type

Create 3 policy URNg 3 tempiats of create 3 custom Pty

disadled by detau
03 300 fra-tuning tempiste
Threats

2. Inthe Policy Type templates list, select Malwarebytes.
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@ Policy - Wizard - Step 1

Create a policy using atemplate of create a custom policy.

staf
o | Policy Type
o
D Tompiarss
#£ Enapoint Managemant
Classncaton
%4 Corpor 83t Control
> B Compliance
> Thieats
] —
» 479 Advanced Threat Detection
~ M Matwarebyte
Incident R
Matware R
o
> # CiscoAc
0, @mous
B aws
> A Aure

@ Malwarebytes Template
Use ine tempiate in iz foige

reate policies Mat neips you:

@ Matwara Ram

@ Incioent Re

3. Select the Malware Remediation policy template, then click Next.

@ Policy - Wizard - Step 1

o | Policy Type

Create 3 policy using 3 template or create 3 custom policy

D Tempiates
> % EndgointManagsmant
> 7 Classiication
“a Corporate/Guest Control
> [ Compliance
| > 3 Theeats
> P Advanced Threat Detecton
v M Maiwaretytes
Incidant Rusponse

Matware Remediation

a

> i CiscoACt
> Q@ raDS
> & aws

> A Azure

Q. Malware Remediation
Use ths templat to hunt down the Mahware found on your endpormts

@ Whan e Avanced Thraat

an I0C in an Endpoint, Mabwar:

trigger Mawarebytes Breac!

ion ¢apai
ahware Hu
on Scans on the endgsint
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4. Enter a name for your policy, then click Next.

A roms Bl et ey

@ Policy - Wizard - Step 2 of § x

a

5. Select an IP address range or Network Segment, then click Next.

" @
o
Scope

G e .

G

e
a
m
o [

@ 1P Address Range X

6. Edit the conditions and actions which trigger the policy automation.

In the example below, Forescout CounterACT uses its I0C scanner on endpoints to find a specific 10C file
using its MD5 hash. If the condition matches, Malwarebytes triggers a Malwarebytes Breach Remediation
scan on affected endpoints to remove the threat.
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2 Show 1ubteis
wit | @ Policy - Wizard - Step 4 of § X
o
Main Rule
o
]
o

Actions
Ahont ars applied 13 hor mattvng he atove conato
4 Mawaretytes Breach Remediaton Scan Mawaretyles Breach Remedia

7. After setting conditions and actions, click Next.

8. Click Finish to set up your Malwarebytes Malware Remediation policy.

QB Show sublolder policies
st | @ Policy - Wizard - Step 5 of X
o
Sub-Rules
m
o
o
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